NBIS GENERAL TROUBLESHOOTING GUIDE

TABLE OF CONTENTS

NBIS GENERAL TROUBLESHOOTING GUIDE......cciiiiiiiiiiiiiiiininassissssssns s snnnss 1
AVOID GETTING LOCKED OUT OF NBIS .....vvoouoiviiimmeessssesssssesssssessssssssessssssssessssssssssssssssssssssssssnsesssons 1
AVOID LOCKING CASES IN NBIS ....cooorvvoiiesiessessisssessssssssssssssssssssssssssssssessssssssessssesssssssssssssssssssssnsssssons 4

Purpose: To serve as a user-oriented guide for a variety of tasks and functions in NBIS.
NBIS GENERAL TROUBLESHOOTING GUIDE

Avoid Getting Locked Out of NBIS

1. Select the Select Certificate button when in the enterprise portal.

o

Enterprise Portal

Select Certificate

2. Select the relevant certificate to properly authenticate the user.

Select a certificate to authenticate yourself to vetting.train.test.nbis.mil:443

Subject Issuer Serial

ﬁ POB EMAILEASS e
DOD ID CA-59 010991EF
DOD ID CA-59 104A31

Certificate information Cancel

Select Certificate




3. When logging into NBIS, users must log in using their Common Access Card (CAC). Enter
the pin for the CAC, if needed.

Windows Security

Smart Card

Please enter your PIN.
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Click here for more information

Select Certificate

4. If a password is entered incorrectly more than three times, it will lock. If the CAC becomes
locked, the user must contact their point of contact (POC) for the CAC from their
organization to receive the next steps to unlock the CAC. If the CAC is locked, users
cannot enter NBIS or any website that requires it. If a user enters their password at least
twice, it is best to contact the CAC POC to reset the password to avoid getting locked out.

Windows Security

Smart Card

Please enter your PIN.

‘ PIN

Click here for more information
An incorrect PIN was presented to the smart card: 2 retries left

OK Cancel




5. When in the system, make sure to log out correctly. Logging out incorrectly results in getting
locked out for 30 minutes. To log out correctly, select the icon with the user’s two letter
initials on the top right-hand side of the screen. From the drop-down select Log Off.
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6. Select | Accept. The session is now over and the logout is successful.

Enterprise Portal

| Accept

Session has been logged out




Avoid Locking Cases in NBIS

When a case is assigned to a user, that user can work a case based on the roles assigned to
them. If a user needs to reassign a case to themselves, they must select their name when
reassigning. If the wrong name is accidently chosen, the user could get locked out of the case. If a
user is not assigned the case, they are not able to access the Case Actions drop-down to
complete specific actions for the case. If a user accidently assigns a case to another user, they
should contact their Organization Manager.

1. If a user needs to assign a case to themselves, select Reassign Task from the Actions drop-
down.
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2. After selecting Reassign Task, enter who to reassign the case to. Make sure to select the
correct user when making a selection.
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Note: If the wrong user is assigned the case, the user who is supposed to work the case will not have
access to the Case Actions drop-down.
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